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Abstract— Recent technology advances in low-cost, low-power chip design have made the deployment of 
large-scale sensor networks economically feasible. Data forwarding algorithms and protocols have been 
among the first set of issues explored in sensor networking. The primary goal of current routing protocols 
for wireless sensor network is to improve the energy efficiency while guarantee the required 
communication. Hence these protocols take security as an optional. Security problems exist in such 
protocols that may be vulnerable to various attacks and cannot be applied to many fields. Several energy-
conserving security architectures have been proposed in wireless sensor networks where Key distribution 
and Key management mechanism are basic problem of them. RSA, DSA and Elliptic curve cryptography 
(ECC) are three most widely adopted cryptosystems. ECC is considered as the one which has the highest 
security quality in per bit key among current public key cryptosystems. Security is not the only attractive 
feature of Elliptic Curve Cryptography (ECC), it also computationally more efficient than the first 
generation public key systems like RSA and Diffie-Hellman. This paper is to understand the threats in 
WSNs and try to present a unique secure node authentication scheme with strong and efficient key 
management scheme. 
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I. INTRODUCTION 

Wireless sensor networks (WSNs) are consist of a large number of sensor devices that can 
communicate with each other via wireless channels, with limited energy and computing of such environment is 
a challenging algorithmic and technological task. These WSNs are powerful in that they are amenable to support 
a lot of very different real-world applications; they are also a challenging research and engineering problem 
because of this very flexibility. Accordingly, there is no single set of requirements that clearly classifies all 
WSNs, and there is also not a single technical solution that encompasses the entire design space.  Many of these 
applications share some basic characteristics. In most of them, there are clear differences between sources of 
data – the actual nodes those sense data – and sinks – nodes where the data should be delivered to. There are a 
lot of application in industry, military and health. Event Detection and Tracking-based Applications like 
Environmental applications, battlefield surveillance, object monitoring include tracking the movements and 
patterns of object, insects, birds or animals are some of the application areas of WSNs. 

With such technological advances come new challenges for information processing in sensor networks 
like novel computational representations, algorithms and protocols, design methodologies and tools to support 
distributed signal processing, information storage and management, networking, application development and 
secure data processing. 

Sensor networks pose many security challenges because of their inherent limitations in communication. 
Sensor networks would be deployed in mission critical applications such as battlefield, security of key land 
marks, building and bridges [1]. Hardware and software improvements will address these issues to some extent, 
but complete secure sensor networks require deployment of countermeasures such as secure key management 
secure routing and lightweight encryption techniques [2]. The key management and routing protocols are the 
resilient solutions toward the attacks identified so far; however, research toward a complete secure sensor 
network is still in its infancy stages. 

There are some limitations in this area that must be considered by the researcher while designing a new 
scheme for WSN Security like energy, memory and cost of the sensor node. These limitations lead the 
researchers to develop a new system that is secure and efficient enough to implement in sensor nodes. 
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Security Requirements in WSNs are depends on the application which that needs what we are going to 
protect. The four security goals in sensor networks are: Confidentiality, Integrity, Authentication and 
Availability [3]. 

The common security attacks in Sensor Networks are [4][5]: 

(i) Spoofed, altered, or replayed routing information attack, 

(ii) Selective forwarding attack,  

(iii) Sinkhole attack, 

(iv) Sybil attack, 

(v) Wormhole attack, 

(vi) Hello flood attack. 

II. ELLEPTIC CURVE CRYPTOGRAPHY 

Elliptic Curve Cryptography was introduced by Victor Miller [6] and Neal Koblitz [7] independently in 
the year 1985-87. It is proposed to apply elliptic curves to the Public Key Cryptography that includes secure key 
exchange, encryption and digital signature to reduce the computational cost of discrete logarithm problem 
(DLP). The advantage of ECC over other public key cryptography techniques such as RSA is that the best 
known algorithm for solving elliptic curve discrete logarithm problem (ECDLP), a mathematical problem in 
ECC takes the fully exponential time and so far there is a lack of sub exponential attack on ECC. The two 
noteworthy first generation public key algorithms used are RSA and Diffie-Hellman (DH). The security of the 
first is based on the difficulty of factoring the product of two large primes. The second is related to a problem 
known as the discrete logarithm problem for finite groups. Both are based on the use of elementary number 
theory. Interestingly, the security of the two schemes, though formulated differently, is closely related. 

A. Elliptic Curve Security and Efficiency: 

Majority of public key systems uses 1024-bit parameters for RSA and Diffie-Hellman for key 
generation. The US National Institute for Standards and Technology has recommended that these 1024-bit 
systems are sufficient for use until 2010 [8]. After that, NIST recommends that they be upgraded to something 
providing more security. One option is to simply increase the public key parameter size to a level appropriate for 
another decade of use. Another option is to take advantage of the past 30 years of public key research and 
analysis and move from first generation public key algorithms and on to second generation i.e. elliptic curves. 

One way judgments are made about the correct key size for a public key system is to look at the 
strength of the conventional (symmetric) encryption algorithms that the public key algorithm will be used to key 
or authenticate. Examples of these conventional algorithms are the Data Encryption Standard (DES) created in 
1975 and the Advanced Encryption Standard (AES) now a new standard, created in 1997. The length of a key, 
in bits, for a conventional encryption algorithm is a common measure of security. To attack an algorithm with a 
k-bit key it will generally require roughly 2k-1 operations. Hence, to secure a public key system one would 
generally want to use parameters that require at least 2k-1 operations to attack. The following table gives the key 
sizes recommended by the National Institute of Standards and Technology (NIST) to protect keys used in 
conventional encryption algorithms like DES and AES together with the key sizes for RSA, Diffie-Hellman and 
elliptic curves that are needed to provide equivalent security. 

Symmetric 
Key Size (bits) 

RSA and Diffie-Hellman 
Key Size (bits) 

Elliptic Curve 
Key Size (bits) 

80 1024 160 
112 2048 224 
128 3072 256 
192 7680 384 
256 15360 521 

Table 1: NIST Recommended Key Sizes [8] 

To use RSA or Diffie-Hellman to protect 80-bit AES keys one should use 1024-bit parameters. The 
equivalent key size for elliptic curves is only 160 bits. Symmetric key sizes increase the required key sizes for 
RSA and Diffie-Hellman increase at a much faster rate than the required key sizes for elliptic curve 
cryptosystems. Hence, elliptic curve systems offer more security per bit increase in key size than either RSA or 
Diffie-Hellman public key systems. 

Security is not the only attractive feature of elliptic curve cryptography. Elliptic curve cryptosystems 
also are more computationally efficient than the first generation public key systems, RSA and Diffie-Hellman. 
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Although elliptic curve arithmetic is slightly more complex per bit than either RSA or DH arithmetic, the added 
strength per bit more than makes up for any extra compute time. 

B.  Elliptic Curve Arithmetic 

Elliptic curves are no where related to ellipses. They are so named because they are described by cubic 
equations, similar to those used for calculating the circumference of an ellipse. The principal attraction of ECC 
compared to RSA is to offer equal security for a far smaller key size therefore reducing the processing overhead. 
Diffie-Hellman key exchange involves multiplying pairs of non-zero integers modulo a prime number q. Keys 
are generated by exponentiation over the group with exponentiation defined as repeated multiplication.  

ak  mod q = (a * a * a * … * a) mod q    (1) 

To attack Diffie-Hellman, the attacker need to determine k given a and ak. This is known as Discrete Logarithm 
Problem. 

But ECC involves addition where multiplication is defined by repeated addition. An addition operation is 
performed over elliptic curves that includes pairs of non zero integers modulo a prime number q.  

a * k = (a + a + a + … + a) mod q     (2) 

To attack ECC, the attackers need to determine k given a and a * k. 
The point set of Elliptic Curve defined on finite domain composite a circulatory loop. We can use the discrete 
logarithm problem on the Elliptic Curve point set. 

• An elliptic curve over a field K is a nonsingular cubic curve in two variables, f(x,y) =0 with a rational point 
(which may be a point at infinity known as zero point). 

• The field K is usually taken to be the complex numbers, real, rational, algebraic extensions of rationales or a 
finite field. 

• Elliptic curves groups for cryptography are examined with the underlying fields of Fp (where p>3 is a prime) 
and F2 

m
 (a binary representation with 2m elements). 

An Elliptic curve is the group of points which satisfies the Weierstrass equation [9] given by:  

y2 z + a1 x y z + a2 y z2  = x3 +a3 x
2 z + a4 x z2 + a5 z

3   (3) 

Where ai, x ,y coordinates are elements in the field F. 

An elliptic curve is a plane curve defined by an equation of the form 

y2 = x3 + a x + b (mod p)     (4) 

 

where x, y, a , b are elements of the finite field Fp  and a and b must satisfy the following equation 

4a3 + 27b2 (mod p) ≠ 0     (5) 
III. LITERATURE REVIEW 

1. Zhang Yu [10] proposed a scheme to solve the problem of security in WSN by the use of public key 
cryptography for ensuring the authenticity of base station. He has observed that public key infrastructure is 
omitted from the use in WSN due to its great consumption of energy and bandwidth. But the disadvantage if 
symmetric encryption based system is that all participating parties have to agree on a common key prior to 
exchanging data. Thus capture of only one sensor can compromise the shared key and the network as well. The 
author suggested that use of ECC can improve the security of WSN because solution to a discrete logarithm is 
fundamentally more complex then the factorization of large integers. 

2. Wang Wei-hong et al. [11] proposed a lightweight node authentication protocol. The platform of TinyOS 
Development Environment is summarized with the brief introduction of structure of TinyOS, NesC 
programming language and TinyECC.  The proposed protocol consists of concept of public key where the 
private key is a random number and public key is a point on elliptic curve. Researchers of this paper want to use 
ECC and Pairing Cryptography on WSN to provide security.  

3. Maryam Savari et al. [12] have done a comparative study on ECC with RSA algorithm on a multipurpose 
smart card for three applications health, credit and passport card. Like WSN, storage space and efficiency are 
the key factors in smart card as well. Result show that ECC is 1.15 times faster than RSA algorithm for 
multipurpose smart cards. This result motivated us to do research on ECC for WSN. 

4. Pritam Gajkumar  Shah et al. [13] presented a survey paper on complexities of ECC on wireless sensor 
network platforms. To implement ECC, prime integer field is more popular but the researchers in this paper 
claims and suggested that binary polynomial field provides better results on modern sensors nodes like Imotes 
as they are better equipped with memory resources. 
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5. Jiliang Zhou et al. [14] proposed a new routing protocol ITSPR for WSNs that defends against a lot of attacks 
in multi path routing. The concept of authenticated key exchange presented here can be used in public key 
cryptography using ECC to provide better security features in WSNs. 

6. E. Munivel and Dr. G. M. Ajit [15] proposed a lightweight Public Key Infrastructure protocol called Micro 
PKI for some specific tasks as session key setup between the base station and sensors. Here a global table is 
maintained by the base station to store session key for each corresponding nodes that will not sufficient enough 
if the nodes are more and this protocol works only for limited number of nodes. But the concept may be use 
further to extend the node capacity. 

7.  Wafa et al. [16] proposed an energy efficient authentication scheme based on multi-level µTesla. Here the 
idea is to broadcasted message by the base station are authenticated so that the compromised nodes can be 
rejected efficiently. The author claims that the proposed scheme will be free from DoS attacks, Reply attacks 
and Node capture attacks. But the concept presented here is still symmetric key based scheme that can be 
implemented using asymmetric key based scheme for better security features. 

8. Cheng-Lung Yang [17] presented a cluster based Wireless Sensor Network using ECC that may provide 
authentication for sensor identity and message transmission. The proposed scheme contains two phases: 
Initialization Phase and Secret Key Exchange phase. In the initialization phase, base station generates a pair of 
public key and private key for each sensor node and in Secret Key Exchange phase, nodes send their certificates 
to each other for certificate validity. We found that the proposed scheme is vulnerable to base station because 
the private key of base station is known to every other connected node in the network. So the scheme needs 
further development for key distribution and management to enhance security. 

The summary of literature survey clearly indicates that there is a need for more efficient node 
authentication algorithm using 2nd generation public key cryptography like ECC that will be secure and faster 
than any other public key cryptosystem like RSA and Diffie-Hellman. A very few research has been done on 
ECC for node authentication and the key management issue that will hold all the properties of private – public 
key concept. The private key and public key generation also needs some good randomization technique so that 
the attacks may not be possible in a limited spam of time. 

IV. PROPOSED WORK 

A Key Establishment Scheme 

We use Elliptic curve Diffie–Hellman (ECDH) key agreement protocol to establish sharing of private 
and public key over an insure medium. Here all nodes can communicate to each other node where the links are 
symmetrical. We use SHA-1 (Secure Hash Algorithm -1) as message digest algorithm for message 
authentication which divides the message into fixed-size blocks and iterates over them with a compression 
function 

(i) Initialization phase 

In this phase, an initial key Kn is provided to every other nodes as initial trust. Kn is the last one of hash 
chain where K = {K1, K2, K3,…, Kn}, Ki+1 = SHA1( Ki  ) where SHA1( ) is one-way secure hash function. We have 
taken a time threshold T, which is needed to gain key information from a captured node. This will provide 
assurance that from the beginning of deployment, the node can be considered absolutely secure within T time 
interval and hence node which has Kn is genuine. Every nodes uses Elliptic Curve Cryptography algorithm to 
produce their own public key Kpub  and private key Kpri using a base point G on elliptic curve.  

Public key (Kpub) = Private key (Kpri) * G     (6) 

(ii) Key establishment phase 

In this phase, two neighbor nodes will use their initial key (Kn ) to perform pair wise key establishment. 
At first we will divide nodes into two work mode, old mode and new mode. All nodes in key establishment 
phase are New mode, and they will turn into Old mode when establishment finished. 

In the key establishment phase, all nodes broadcast their own message and receive other’s broadcast 
messages. Suppose A and B are two nodes in the establishment phase and A broadcast message  

New || IDA || EKn  ( IDA || Kpub_A || Kn)     (7) 

where,  New is a flag indicates the mode. 

EKn ( IDA || Kpub_A || Kn) is to stream encryption of (IDA || Kpub_A || Kn ) with Kn.  

When node B receives message of node A, it will use Kn to decrypt the EKn  (IDA || Kpub_A || Kn). Node B takes out 
Kpub_A and calculate PBA (where PBA = Kpub_A *  Kpri_B ).  

As the communication between nodes is symmetrical, so node A can also receive B’s message i.e. 

New || IDB || EKn  (IDB || Kpub_B || Kn )    (8) 
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Node A receives message of node B and use Kn to decrypt the EKn  (IDA || Kpub_A || Kn). Node A takes out Kpub_B 
and calculate PAB (where PAB = Kpub_B *  Kpri_A ).  

The critical analysis shows that PBA = PAB. So the proposed scheme will holds the property of ECDH. 

After the establishment done, we don’t need to delete the initial key. Because the nodes will turn into Old mode, 
we can utilize SHA1 hash chain to implement dynamic verification. 

(iii) Node joining phase 

When the key establishment phase finished, all nodes turn into Old mode, and sleep until new node 
joining. Assume that node “W” will join the network, and it will broadcast message New || IDW || EKn  ( IDW || 
Kpub_W || Kn+1 ) firstly. Old node A will receives the message and verifies Kn. Since the SHA1 hash function is 
uni-directional, so clearly the node who has Kn+1 is genuine. When A makes sure that “W” is genuine, A will 
broadcast message Old|| IDA|| EKn ( IDW || Kpub_A || Kn+1 ) to establish pair wise with “W”. 

V. SECURITY ANALYSIS 

In this proposed node authentication scheme ECDH as public key cryptography used along with   
SHA-1 for key establishment phase. Here the key distribution and key management scheme will successfully 
presented by the concept of SHA-1. The public key generation using private key is done using a base point G on 
elliptic curve. Since ECC is a discrete logarithm problem hence the public key generated over elliptic curve 
using base point G will be secure enough that can be communicated over an unsecure channel. SHA-1 will 
provide guarantee of integrity between sender and receiver and nodes will be able to authenticate each other to 
achieve collaborative data processing. 

 
Figure 1: Key Establishment Scheme 

VI. CONCLUSION 

In this paper first we introduced brief introduction about WSN security and Elliptic Curve 
Cryptography. After that we discuss the arithmetic part of ECC. Under literature review section, we have 
presented our view points on previous research works on this topic. Since WSNs are mission-centric 
infrastructures and usually used in sensitive scenarios, so it is very important to guarantee the security of WSNs. 
We proposed an ECC based node authentication scheme with secure key establishment protocol, which 
combines ECDH with SHA-1. Since ECC is considered as the one which has the highest security quality in per 
bit key among current public key cryptosystems the new secure scheme for specific application also consider the 
factors such as energy consumption, memory consumption and computational efficiency while providing better 
security. 

VII. FUTURE RESEARCH DIRECTION 

Elliptic Curve Cryptography provides greater security and more efficient performance than the first 
generation public key techniques (RSA and Diffie-Hellman). By considering the new development in hardware 
field, we want to implement a more secure technique that will provide Confidentiality, Authentication, 
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Availability and Integrity for most of the Wireless Sensor Network Applications. The proposed scheme can be 
simulated using TOSSIM which is a discrete event simulator used for simulate entire TinyOS applications. As 
vendors look to upgrade their systems they seriously consider the elliptic curve alternative for the computational 
and bandwidth advantages they offer at comparable security. 
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