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Abstract— In this paper we propose an enhanced algorithm to communicate data securely for 
communication and information security.  The DNA cryptography is a new and promising area in 
cryptography. Here we propose techniques that use the objectives of cryptographic   encryption and 
steganography i.e.   Encryptions to make the message unreadable to anyone except the recipient and 
steganography is to hide the existence of the message so that we can provide more security. This is based 
upon DNA and amino acids-based structure to the core of the ciphering process. In the proposed scheme 
we have three phases. In the first phase we encrypt the information using DNA and amino acids cipher 
text and the secure data is formed. And in the second phase we hide the formed DNA (cipher text) using 
reference DNA by insertion technique. In the third phase we encrypt the key generated in phase 1 with 
conventional RSA algorithm. This technique can be done on any type of data and for applying this 
technique we have to convert the data into binary form. And to get the original information decrypt it by 
reversing the process. With the proposed algorithm we can easily make a cipher text with less time 
complexity, provides more  security, and as properties of DNA is used it can be used for storage of large 
data in small DNA(cipher text) that provide compactable storage. When we decrypt the data we get the 
exact input without any junk values. It also ensures double level of security by incorporating RSA 
algorithm along with that of DNA, RSA is a powerful encryption algorithm. 
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I. INTRODUCTION 

In this century of rapid advances, information explosion in which information has become a very important 
strategic resource, and the information security has become increasing important. [2] Cryptography is the most 
important component in the communication security and computer security. And these helps in providing 
security and confidentiality to data that prevents others from reading the data. [5] There are several techniques 
but here we propose a DNA based cryptography that uses the structure of DNA and amino acids which is a 
Modern cryptography encryption technology. These techniques depend on the high randomness of the DNA to 
hide any message without being noticed. [4] DNA has many characteristics which make it a perfect Data hiding 
media. DNA has tremendous information storage capacity [1]. In addition, any DNA sequence can be 
synthesized in any desirable length. In cryptography, encryption is the process of encoding data in such a way 
that eavesdroppers or hackers cannot read it, and only the  authorized parties can read. Encryption is basically to 
scramble data so that it is unreadable to persons that don't know the key or methods by which it was made 
unreadable. And decryption is to get the original information using the reverse process. [6] Steganography is the 
art and science of writing hidden information in such a way that no one apart from the intended recipient knows 
of the existence of the information i.e. data hiding. [7] 

In molecular biology DNA, i.e. deoxyribonucleic acid, is a nucleic acid that contains the genetic instructions. 
The main role of DNA molecules is the long-term storage of information. DNA is often compared to a set of 
code, since it contains the instructions needed to construct other components of cells, such as proteins. DNA has 
a double helix shape, twisted into a spiral. Each step of the ladder is a pair of nucleotides DNA is made of four 
types of nucleotide. Nucleotide are Adenine (A), Thymine (T), Cytosine (C), Guanine (G).Information in DNA 
is stored as a code made up of four chemical bases: adenine (A), guanine (G), cytosine (C), and thymine 
(T).Genetic code by which DNA stores the genetic information consists of "codons" of three nucleotides. With 
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four possible bases, the three nucleotides can give 43 = 64 different possibilities, and these combinations are 
used to specify the different amino acids used by living organisms [1]. And the structure of DNA and amino 
acid is used in this paper. 

DNA based cryptography is shown to be very effective. Currently, several DNA based algorithms are proposed 
for quite some cryptography and also steganography problems and they are very powerful in these areas. In this 
paper a significant modification to the DNA-based and amino acids based structure to the core of the ciphering 
process. We have to convert the original data into a binary form of data, such as plaintext messages, or images 
are transformed into sequences of binary data which is later on converted to DNA nucleotides. Subsequently, 
these nucleotides pass through an encryption process based on amino-acids structure along with an ambiguity, 
taken as secret key. Then this amino acid structure is again encrypted to DNA nucleotides provides more 
security [10] and convert the  data into a desirable length. After the encryption we have to provide data hiding 
for that we use the insertion technique. Insertion technique me make a fake DNA (cipher text) by mixing up the 
formed DNA sequence with the reference DNA sequence. The proposed DNA- based cryptography encryption 
method combined with data hiding techniques for an increased level of security. Along with these we can use 
conventional RSA algorithm which provides high level of security and make the data more secure. For that we 
encrypt the ambiguity (secret key) that shows the position of amino acid with the generated public key and we 
form the encrypted secret key. 

II. RELATED WORK 

Based on the investigation conducted by Yunpeng Zhang [2] on a conventional symmetric cryptographic 
encryption algorithm .Hence introduces the concept of using DNA structure in the field of cryptography in order 
to enhance the security of cryptographic algorithms.[2] Along with these we focus on the efforts of Sherif T[3] 
in using conventional  Playfair cipher for  encryption of the data. But using these Playfair cipher we cannot get 
the actual input because when decrypting the cipher text because it consist of the junked data in it as it cannot 
represent space and other symbols, it can be used only for alphabets. Above two  are considered a pioneering 
idea behind this paper. Thus introduces a modification to the Playfair cipher encryption used by [3] and use 
Biological concepts such as DNA and amino acids structures to improve from Playfair encryption. So it helps in 
secure communication and will get the same data after decryption. RSA algorithms are conventional asymmetric 
algorithm that uses pair of keys and provides high level security and confidentiality for our data. And because of 
that we use the RSA algorithm to encrypt the secret key. 

III. METHODOLOGY 

Numerous algorithms have been identified for DNA based cryptography. The proposed algorithm for data 
security uses simple encryption technique based on DNA structure and instead of using conventional encryption 
we use the simple substitution only. Even if we use simple technique it strongly secures data without any 
complex computation which are time consuming [9] and also it help us to store data in a desired length. Then we 
hide cipher DNA using inserting reference DNA and for double layer protection we use RSA algorithm. 

 
Figure 1: Overall Encryption process 

In this algorithm, the encryption process starts by taking the data that has to be kept secure. And this data is 
converted into binary form, which is transferred to DNA by using  table 1[17]. Then the DNA form is 
transferred to the Amino acids form based on another table which is a standard universal table of Amino acids 
and their codons representation in the form of DNA. [3] DNA form reduces the large input data into a desirable 
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length.  Hence we form a DNA based cipher and there will be another text which act as a secret key (ambiguity) 
which is formed along with amino acid [13]. 

 
Table 1: DNA representation of bits 

Figure 1 shows how we apply encryption in the first phase of the proposed technique. In this phase, the data 
“plaintext” is encrypted using DNA and Amino Acids concepts as follows: Convert plaintext to ASCII then this 
ASCII is converted to binary form such as 8-bits coding. After that, a binary coding scheme used to transform 
binary form into DNA alphabets A, C, G and T. Here we are considering the following as the binary coding 
used A -00, C- 01, G- 10, T- 11. For converting the data to DNA based alphabets we have to group the binary 
data into two and then replace it with the corresponding alphabets as shown in Table 1. 

Next, the DNA form is transferred to the Amino acids form according to a standard table of Amino acids 
representation in the form of DNA and the new distribution of the alphabet with the corresponding codons. 
Now, English alphabets form of Amino Acids can go through another substitution, for that we have to group the 
three alphabets and form an amino acids. And replace each of this amino acid. 

Based on the Table 2 corresponding to each amino acid group there will be a row and column. The column 
represents the substitution for the group and the row represents the position of each group that is taken as secret 
key and is known as ambiguity. This reduced form of alphabet form the amino acid representation. And we also 
have an ambiguity produced. This is based on the genetic code by which DNA stores the genetic information 
consists of "codons" of three nucleotides. With four possible bases, the three nucleotides can give 43 = 64 
different possibilities, and these combinations are used to specify the different amino acids. 

And these 64 combinations of amino acid is distributed in different positions in table and the table column 
corresponds to alphabets and the 64 amino acids are distributed in all these 26 locations and each location has 
more than one amino acid and the row corresponds to the position of these amino acids( 0,1,2,3,4...). And the 
number of amino acid under an alphabet is not fixed; it can be 0 or more. And space is represented at alphabet j, 
and j contains space only. So ambiguity represents the position of each amino acids and using these only we can 
decrypt the original data so it is taken as secret key. At this phase we get encrypted DNA sequence and we take 
the DNA sequence as the cipher text and the ambiguity as the secret key. [18] And to provide more security we 
use RSA algorithm to encrypt the secret key i.e. ambiguity .Finally we get our data in two different files, one the 
cipher text and the other the encrypted secret key. 

Here we consider simple substitution for encryption and by these methods we can encrypt the data in simple 
steps and is secure. Then when the original data is needed we can decrypt the data as we are using simple 
substitution. When we decrypt the data we get the original data without any junk data. We can also represent the 
space and other symbols. But if conventional Playfair cipher is used it cannot represent the space and symbols 
and also when we decrypt it these spaces will be occupied with the junk data and we won’t be able to get the 
actual input data when decrypted. 

Phase II - Hiding cipher DNA with Reference DNA Sequence 

In this phase we will use the encrypted DNA sequence and reference DNA sequence as input of insertion 
technique.[14] The insertion technique is introduced to deal with DNA alphabets, so by insertion method we can 
hide the original cipher text to a faked DNA sequence.[8][16] First, divide both encrypted DNA sequence and 
reference DNA sequence into segments where each segment contains a random number of DNA nucleotides so 
the segments are not fixed in length.[11] Next, insert each segment of encrypted DNA sequence before the 
segments of reference DNA sequence respectively. Finally, we get a faked DNA sequence with the encrypted 
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DNA sequence hidden [15] as shown in Figure 2. Using insertion of reference DNA i.e. DNA sequence of any 
living things e.g. - human beings. 

 
Figure 2:  Data Hiding Using Insertion 

Phase III - Encrypting Secret Key using RSA algorithm 
In the third phase we encrypt the ambiguity which contains the position of amino acids with RSA algorithm. For 
that we need a pair of keys i.e. one public key and private key. And using the public key we encrypt the 
ambiguity and secret key is formed as shown in figure 3. And in order to decrypt data we have to first decrypt 
the ambiguity which has been encrypted using RSA and then using these ambiguity we can decrypt the actual 
data. 

 
Figure 3: Encrypting the key 

IV. EXPIREMENTAL ANALYSIS 
We all know the e-mails and chatting are mostly prone to several types of attacks and also it is widely hacked by 
hackers. So we use the application mainly for sending and receiving data securely through e-mails and chat. In 
the experiment we are considering a client–server enviornment and server will contain the application with the 
above mentioned techniques. And for using this application in server, user has to register. So the registered users 
will be the clients and these users have the provision for sending mail and when a client sends mail using this 
application the data send will be in encrypted form i.e. The encrypted data contains cipher text and key (amino 
and ambiguity).Both are send as attachments.Then using the public key of intended recipient we encrypt the 
ambiguity. And whoever is the intended recipient use their private key for decryption and get the actual 
ambiguity .Use the produced ambiguity and the fake DNA in another file for decryption to get the actual data 
And in chatting the intended recipient will get message and the have to decrypt it and  read. 

V. CONCLUSION 

As there are many algorithms for providing security efficiently. We use DNA based cryptography which is 
based on the  fundamental idea of using the structure of DNA and amino acids .Using the concept of DNA we 
encrypt the data to enhance their security  features. In this encryption instead of using conventional 
cryptographic algorithms we just use DNA and amino acid structure and the algorithm succeeded in overcoming 
problems in using the conventional algorithms which had already prone to attacks and had been broken. And 
also "Playfair cipher based DNA based encryption" like junk values in data after decryption. As in our algorithm 
the plaintext is to be converted to its binary value before encryption, it is now clear that the plaintext message 
can be written in upper or lower case, with any punctuation, and numerical values. As DNA concept is used, it 
helps in high information storage. And we are using simple substitution for encrypting that can reduce the time 
complexity and is secure. And in the second phase we insert data hiding by insertion technique which also 
provides a high level of security. And the DNA based encryption is best for using with the conventional 
algorithms to provide more security. We consider powerful asymmetric RSA algorithm in third phase for 
encrypting the key so it provides a double layer security. 
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