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ABSTRACT: 
A Wireless Sensor Network (WSN) consists of spatially scattered self-directed sensors to 

agreeably monitor physical or ecological conditions, such as temperature, sound, vibration, pressure, 
motion or pollutants. Trust in networks may be defined as the degree of belief or confidence about the 
nodes on the past interactions and observations. So trust becomes a major issue for reliable 
communication in WSN under constraints. We propose a trust worthy framework for WSN that 
considers challenges of the system and focus on the collaborative mechanism for trust evaluation.  
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I. INTRODUCTION 

The sensor nodes are deployed randomly in the environment to detect the events and send the 
information back to the base station or the cluster head. Sensor nodes are of limited resources, limited 
computation and communication capabilities deployed in the environment [1].  

Security plays an important role in the sensors deployed in the hostile environments. The sensed data 
must be protected to ensure the confidentiality. In unattended environments, the sensor nodes are prone to 
attacks ranging from simple physical attacks to convoluted analysis. The resource constrained sensor nodes are 
easy to attack and hard to protect from the hackers. New kinds of security management have been proposed for 
open environments like sensor networks. 

Trust developments in the network have been hinted as good security mechanism for resource 
constrained wireless senor networks. Trust and reputation management system is an effective approach in open 
and distributed environment to improve the security, to support decision making process and for node 
collaboration. Developing the trust worthy network makes the security stronger, reliable and more efficient.  

Trust in wireless sensor networks may be defined as, “A combined characteristic model in WSN for 
providing reliability, security, and privacy with respect to mobility [2]. Trust management system can be useful 
for detecting faulty and malicious node and the trust value of the node or network can be used for decision 
making process. It deals with the uncertainty about the future behavior of the nodes in the network.  So 
constructing the trust management for the wireless sensor networks is very important.  

Trust is an important issue in networked environment and it solves the problems beyond cryptographic 
security. Trust establishment between the nodes in the network is the starting point for constructing the trusted 
network. 

II. TRUST WORTHY FRAMEWORK 
Trust Worthy System for WSN (TWFWSN) consists of three modules as show in figure below. It is the 

extension of the work presented in [3].  
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Fig 1 Trust worthy framework for WSN 

A. SECURITY MODEL: 
Security is difficult to achieve in sensor networks. WSN usually consists of a large number of small, 

low cost devices that have limited energy supply, computation, memory, and communication capacities. 
Security is essential to the success of WSN applications, especially for those mission-critical applications 
working in unattended and even hostile environments. Providing satisfactory security protection in WSNs has 
ever been a challenging task due to various network & resource constraints and malicious attacks. 

In security model, we address the node authentication to provide the access control. Encryption of 
packets covers the data security in sensor nodes. The secure and anonymous routing provides communication 
security in the network. The trust value for the security model of the node is high if node has secure routing 
protocol, access control and encryption of the routed packets. 

Security mechanisms such as encryption and authentication are essential to protect information transfer 
between sensor nodes deployed in hostile environments. Due to the radio broadcast and ad-hoc property and the 
highly resource-constrained sensor nodes within sensor networks, implementing security mechanisms in an 
efficient way without sacrificing the strength of their security properties is a major challenge for sensor network 
security. 

The key aspects in security model are encryption, authentication, secure and anonymous routing. 
Encryption: 

Encryption is the process of transforming information (referred to as plaintext) using an algorithm 
(called cipher) to make it unreadable to anyone except those possessing special knowledge, usually referred to 
as a key. The result of the process is encrypted information (in cryptography, referred to as cipher text). In many 
contexts, the word encryption also implicitly refers to the reverse process, decryption, to make the encrypted 
information readable again. 
Authentication: 

Authentication is the act of establishing or confirming node as authentic, that is, that claims made by 
key establishment between the nodes. 
Secure and anonymous routing: 
 Secure and anonymous routing can be achieved by selecting exact protocol. For example APR protocol 
provides routing anonymity, location privacy and the identity confidentiality of source node and destination 
node, but also has the backward and forward security. 
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B. RELIABILITY MODEL: 
 Reliable communication is one of major key aspect in wireless sensor network. Reliability model must 
provide reliable delivery of packets and error free delivery of packets then only the architecture provides trust 
worthiness for wireless sensor network. In reliability model, the process of data fusion, negligible packet loss, 
less delay and the optimum energy consumption during transmission and reception of packets leads to reliable 
communication. The key aspects in reliability model are data fusion and latency. 
Data fusion: 
 Data fusion can effectively reduce the volume of data transmission in the network, reduce the energy 
consumption to extend network lifetime and improve bandwidth utilization, as a result, it can overcome the 
restriction of energy and bandwidth. 
Latency: 
 Latency, a synonym for delay, is an expression of how much time it takes for a packet of data to get 
from one designated point to another. The contributor to the latency includes propagation delay, transmission 
delay and processing delay. 

C. MOBILITY MODEL: 
 Mobility is defined as movement of nodes in wireless sensor networks. The mobility model is designed 
to describe the movement pattern and the location of the node. In mobility model, the localization issue helps us 
to locate the nodes in the terrain. We can estimate the mobility of the node based on the destination and source 
node location. Mobility [4] helps to propagate the trust between the nodes. 

 The trust aggregation can be improved by the mobility of the node. The mobility of nodes, it  affect the 
trust measurement accuracy in the sense that, the more sources of information a node has in order to gather 
recommendations from, the more accurate its perception about the trust level of the other nodes. So, if 
a node moves to a region where there are a few reachable nodes, it will have too few information to properly 
build an accurate trust score for other nodes.  

Various mobility models in WSN are Random Waypoint model, Reference Point Group Mobility, Freeway 
(FW) Mobility Model and Manhattan Mobility (MH) Model.  Secured mobility model and optimum energy 
consumption ensures trust worthiness in the ad hoc network environment. The trust value in the mobility model 
of the node is calculated based on the optimum energy consumption during mobility of the node and the 
selection of the mobility model based on the application requirement. The frequent change of velocity for the 
mobile nodes makes the intruders hard to trace its region. 

III. CONCLUSION 
We have introduced the framework for trust management for key issues in wireless sensor networks. 

The proposed framework of the trust management in sensor networks may be integrated into many real time 
applications. The design of the trust management in WSN must be taken into the account with diverse needs 
including reliability and security. In future, we are planning to deal with more attributes like accuracy, 
scalability, and fault tolerance of the network. 
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