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Abstract: Cloud computing is well known for its ubiquitous behavior, as the users can store and avail the 
data from cloud at any point of time irrespective of the location through internet. In the current era, 
cloud computing is receiving lots of attention from the researchers to enhance the access control policies 
of the user in retrieving confidential data stored in the cloud. This paper addresses the problem of 
securing the highly sensitive data stored in the clouds. As the cloud server is aware of accessibility policy 
of each record stored in it, a novel and enhanced privacy preserving framework is proposed based on 
cipher-text policy attribute based encryption mechanism. In this case, the user can assign a security policy 
based on the attributes and restrict the unauthorized and anonymous users accessing the confidential 
data. In general, during cipher-text policy attributes based encryption cipher-texts are allied with access 
policies as well as the keys are allied attribute set. The proposed schema specifies that, it is not necessary 
to associate the access policy along with the cipher text such that the user privacy is guaranteed. For this 
purpose, Paillier algorithm is used for hiding user access policies.  
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I.  INTRODUCTION 

Now a days cloud computing is a rationally developed technology to store data from more than one client. 
Cloud computing is an environment that enables data independence and location transparency. Remote backup 
system is the advanced concept which reduces the cost for implementing more memory in an organization. It 
helps enterprises and government agencies reduce their financial overhead of data management. They can 
archive their data backups remotely to third party cloud storage providers rather than maintain data centers on 
their own. An individual or an organization may not require purchasing the needed storage devices. Instead they 
can store their data backups to the cloud and archive their data to avoid any information loss in case of hardware 
/ software failures. Even cloud storage is more flexible, how the security and privacy are available for the 
outsourced data becomes a serious concern. There are three objectives to be main issue  
Confidentiality – preventing sensitive information from unauthorized persons. The main threat accomplished 
when storing the data with the cloud.  
Integrity – the assurance that information can only be accessed or modified by authorized one’s. 
Availability – is a guarantee of reliable access to the information by authorized people.  

 
Fig1: Example diagram for data sharing with cloud storage 
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To achieve secure data transaction in cloud, suitable cryptography method is used. The data owner must encrypt 
the file and then store the file to the cloud. To overcome the problem with hackers there are lot of techniques 
introduced to make secure transaction and secure storage. 
The notion of ABE, which was presented by Sahai and Waters [1], has attracted abundant attention from diverse 
academicians to construct a versatile and scalable access management system as ABE allows public key based 
on one-to-many coding. The encryption standards used for transmit the file securely. The encryption technique 
was implemented with set of key operations to maintain the secrecy. Recently, addressed Anonymous 
Authentication for data storing to clouds. Anonymous authentication is the process of validating the user 
without the details or attributes of the user. An anonymous ABE was introduced in [2, 3] and  it is improved by 
[4]. Anonymous Attribute Based Encryption has a broad range of applications for instance, in some military 
circumstances So the cloud server doesn’t know the details or identity of the user, which provides privacy to the 
users to hide their details from other users of that cloud. Security and privacy protection in clouds are examined 
and experimented by many researchers[9][15]. Using homomorphic encryption[10][11], the cloud receives 
cipher text and performs operations on cipher text only. The cloud does not know on what data it has operated 
on, but the result can be decoded by the user. 

II.  RELATED WORK 

A. Attribute-based Encryption (ABE) Scheme: 
In [5][13] Waters and Sahai presented an attribute based encryption scheme which consists of an administrator, 
sender and a receiver. The role of the administrator is to generate predefined keys based on the attributes of the 
master key and a public key. Initially, if a new user is to be included into the system and he holds attributes of 
his own the administrator will redefine the attributes to generate master and public key for that particular user. 
While transmitting the data it is the responsibility of the sender to encrypt the data with a set of descriptive 
attributes and a public key. The main role of the receiver decrypts the encrypted data using the private key 
obtained from the administrator.  
B. Key-Policy ABE Scheme:  
KP-ABE (Key-Policy Attribute Based Encryption) scheme was presented in [6][14]. KP-ABE initially builds an 
access policy in the user's private key based on the set of attributes that describes the encrypted data. 
C. Cipher-text-Policy (CP) ABE scheme:  
Bethencourt et al  in [7][12] presented Cipher-text-Policy ABE scheme, in which the access policy is designed 
based on the encrypted data instead of a user's private key as specified KP-ABE. During CP-ABE, the access 
policy is designed with the encrypted data and a set of the attributes are allied with the user's private key. The 
receiver can decrypt the data only If the attributes in user's private key persuade the access structure of the 
encrypted data, else the message cannot be obtained. 
D. Decentralized Access Control with Anonymous Authentication: 
Sushmita Ruj [8] presented a technique which provides authentication for anonymous users, which facilitates 
user revocation and replay attacks. By using this only valid users can decrypt the data based an access policies 
but the Cloud knows the access policies of every file is the problem. 

III.  PROPOSED SCHEME 

Decentralized access control for the confidential data in the cloud could be achieved only if the authoritative 
users with legitimate attributes can access them. On using the proposed scheme, the user identity is confined 
form the cloud servers during authentication.  
The architecture explains about the following: 

 Cloud storage server : It can be used to store the data and to access the data. 
 Decentralized Key Generator : It generates keys for both encryption/decryption and signing. 
 Trustee : A trustee can be an individual or organization which holds or manages social insurance 

numbers.  
 Creator : The message MSG is encrypted under access policy and it decides who can access the data. 
 User : When a user wants to read, the cloud sends Cipher text. The user decrypts the cipher text into 

plain text only when the user has the matching attributes. 
During the process of key generation the access policy is designed for each user depending on the token ϒ 

issued by the trustee which is considered as a central administrator. Once if the creator receives a token, then it 
is forwarded to the DKG where the private key is generated based on the access policy and attribute set. 
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Fig2:  Cloud Server Architecture 

The process of key generation is accomplished based on the paillier algorithm, an asymmetric probabilistic 
algorithm for public and private key cryptography.  
The steps involved for keygen is as follows: 
Step 1: Select two distinct large prime attributes 'm' and 'n' with equal length  in such a way that  
             gcd(mn,(m-1)(n-1)) = 1. 
Step 2 :Calculate  P = mn and α = lcm(m-1,n-1). 
Step 3: Choose random integer i such that i⋲ X*p2 

Step 4: Make sure that the value of P is divisible with the order of i using modular multiplicative inverse such 
that  

             ᆌ = (K(iᆋ mod p2)) mod p where 'K' is defined as K(b) =ିଵ  .  

Encryption  In the process of encryption , 
Step 1: Let us consider Msg be the message to be encrypted where Msg ⋲ Xp 

Step 2:  choose a random attribute ं where ं ⋲ Xp* 

Step 3: determine cipher text  as C = i Msg . ंP mod P2 
Decryption During the process of decryption, 
Step 1: Let us consider C as the ciphertext to be decypted where C ⋲ X*p2 

Step 2: Determine the plain text as  Msg = K(Cᆋ mod p2) ᆌ mod P 

In the process of decrypting the ciphertext under the ciphertext policy 'X' such that the DKG extracts the 
attribute set from the corresponding message such that the attribute set is defined as AL=(φ1, φ2, φ3.... φn) out 
of X. Finally, with the help of the Decentralized key generator the reader could be able to decrypt the message. 

IV.  DESIGN 

In this section, we present the design of our proposed work. First, we present the File uploading process as well 
as File downloading process. 
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A. File Upload 

 
 

Fig3: File uploading process. 

The client made request to the key manager for the public key, which will be generated according to the policy 
associated with the file. Based on access policies, public key also differs. But for same public key for same 
policy will be generated. Then the client generates a private key by combining the username, password and 
security credentials. 
Then the file is encrypted with the public key and private key and forwarded to the cloud. 
B. File Download 
The client can download the file after completion of the authentication process. As the public key maintained by 
the key manager, the client request the key manager for public key. The  authenticated client can get the public 
key. Then the client can decrypt the file with the public key and the private key. The users credentials were 
stored in the client itself. During the file download the cloud will authenticate the user whether the user is valid 
to download the file. But the cloud doesn’t have any attributes or the details of the user. 

 
Fig4: File downloading process 

V.  COMPARISON OF OUR SCHEME WITH EXISTING ACCESS CONTROL SCHEME 

Below is the table1 that compares our scheme with other existing schemes like secure efficient access to 
outsourced data, Effective Data Access Control for Multi-authority attribute based encryption and others. 

1-W-M-R means One Writer & Many Readers, M-W-M-R means Many Writers & Many Readers. 
Some of the schemes supports only 1-W-M-R but out scheme supports M-W-M-R. All other schemes do not 
support all the features that specified in the above table, but our scheme is decentralized and it provides privacy 
preserving authentication. 
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Table1:Comparison with other schemes 

Schemes Centralized/ 
Decentralized 

Write/Read 
Access 

Privacy 
Preserving 

Authentication 

Preserving 
Privacy for 

Access Policies 

Secure and 
efficient access to 
outsourced data 

Centralized 1-W-M-R No 
Authentication 

No 

Effective Data 
Access Control for 

Multi-authority 
attribute based 

encryption 

Decentralized 1-W-M-R Not privacy 
preserving 

Authentication 

No 

Access control to 
outsourced data 

with attribute based 
cryptosystems 

Decentralized M-W-M-R Authentication No 

Preserving 
Privacy for Access 
Policies For more 

secure data 
storage 

Decentralized M-W-M-R Authentication Yes 
 

It also has the added feature of preserving privacy for access policies of the users, but other schemes do not have 
this feature. 

V.  CONCLUSION 

In this paper, we presented a secure cloud storage utilizing decentralized access control together with 
anonymous authentication. Eventually, on using this technique the cloud will not be able to know the user 
details, but it still verifies the authentication details of the user. As the cloud is aware of the access policies for 
each record, Paillier cryptosystem is used to hide the access policies of the user for more secure data storage. 
The particular files tend to be related to file access policies, in which utilized to access the particular files 
positioned on the cloud. Uploading as well as downloading of an file with a cloud together with standard 
Encryption / Decryption is actually more secure. 
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