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Abstract - A variety of featured packed Wireless Intrusion Detection System (WIDS) products are 
available in the market. They include commercial as well as open source products. It is for user to decide 
which will be the best WIDS solution for their network. There is never one solution that works for 
everything so user has to compare the capabilities of each along with budget, knowledge and needs to find 
one that works best for them. This paper provides a user requirements weight based approach to IDS 
selection for WLAN. In this approach first all possible user WIDS requirements and WIDS metrics are 
listed, then for each WIDS requirement we find the concern metric(s). User lists their WIDS 
requirements in a partial ordering from least important to most. Requirements are usually stated in 
positive form or converted to the positive form. Next, the first requirement (i.e. least important) is 
assigned the lowest weight (e.g., one). Other requirements may be assigned increasing weights in 
proportion to their relative importance. Once the requirements are weighted, each WIDS metric is 
assigned a weight that is equal to the sum of the weights of the requirements it contributes to. WIDS 
metrics are arranged in descending order where metric with the highest weight is at the top. Appropriate 
WIDS tool may be selected after matching the metrics weight and WIDS features. In the end of the paper 
we discuss scope for the future work in this area. 
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I. INTRODUCTION 

Security problem are not purely technical, organization policy decisions decides about the user’s requirements. 
The goals, acceptable uses, and constraints on the system are decided by organizational policy regarding 
security. It is organizational agreement that is going to decide what to monitor, when to alert and whom to alert, 
or up to what degree of threat a potential intrusion presents. 

Networking of the computers has given rise to the issue of network security. The need of security program was 
increased with the evolution of the internet. Intrusion Detection Systems (IDS) has emerged as an important 
security product. An IDS is a device or software application that monitors network and/or system activities for 
malicious activities or policy violations and produces reports to a management station (Wikipedia, 2016). 
Wireless has opened many new possibilities for expanding networks. It has amazing potential. Since wireless is 
a new technology it also has several vulnerabilities. Products like Wireless Intrusion Detection System (WIDS) 
have come about that address many of these. WIDS products are available from both commercial and the open-
source, having their own advantages and disadvantages. 

As variety of WIDS products are available in the market, so it becomes difficult to choose one of them as it’s a 
complex and time consuming process. This becomes more difficult if the organization does not have a corporate 
security program. WIDS selection decision should not be made quickly, lightly, or without having a firm 
understanding of the technology, options, or the potential impacts. In this paper we provide a user requirements 
weight based approach to IDS selection for WLAN. In this approach first all possible user WIDS requirements 
and WIDS metrics are listed. Then for each WIDS requirement we find the concern metric(s). User lists their 
WIDS requirements in a partial ordering from least important to most. Requirements are usually stated in 
positive form or converted to the positive form. Next, the first requirement (i.e. least important) is assigned the 
lowest weight (e.g., one). Other requirements may be assigned increasing weights in proportion to their relative 
importance. Once the requirements are weighted, each WIDS metric is assigned a weight that is equal to the 
sum of the weights of the requirements it contributes to. WIDS metrics are arranged in descending order where 
metric with the highest weight is at the top. Appropriate WIDS tool may be selected after matching the metrics 
weight and WIDS features. 
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II. CHOOSING RIGHT WIDS 

A variety of WIDS products are available in the market with different features and capabilities. They work on 
different platforms and many of them are freely available under GPL (General Public License). The decision 
process for selecting a WIDS can be divided into the following steps: 

1.  Identify the need for WIDS by performing risk assessment of the organization. 

2. Understanding technical environment of organizations wireless network. 

3. Perform cost benefit analysis. 

4. Apply user requirements weight based approach  to choose right WIDS product. 

5. Perform strategic deployment of WIDS. 

6. Monitoring and maintenance of WIDS. 

Because of the limitations we will concentrate only on step 4 of the above mentioned process. The decision of 
selecting best WIDS solution for the network totally depends on its users. One solution is never going to work 
for everything, therefore user has to compare the capabilities of each WIDS product along with the budget and 
knowledge which in term will help them in finding the needs for the best solution. User requirements weight 
based approach involves following steps: 

i) Collect user WIDS requirements. 

ii) Assign lowest weight (e.g., one) to least important requirement. 

iii) Other requirements may be assigned increasing weights in proportion to their relative importance. There is 
also possibility of duplicate weights. 

iv) Arrange these requirements from least important to most one. 

v) Once the requirements are weighted, each WIDS metric is assigned a weight that is equal to the sum of the 
weights of the requirements it contributes to. 

vi) Arrange WIDS metrics in descending order. 

vii) Select appropriate WIDS tool. 

User requirements for WIDS product may be collected by asking following questions to the user: 

1. What is the size of the organizations wireless network? 

2. Whether there is need for complete hardware product, or complete software product, or a combined 
hardware and software product? 

3. Whether the WIDS product needed is to be commercial system or open source system? 

4. What should be the WIDS policy behind intrusion detection? 

5. What should be the attack detection capability of WIDS product? 

6. How much it should be difficult to install, configure, and adjust WIDS product? 

7. What Platform and other resources could be provided for proper functioning of WIDS? 

8. How much performance of WIDS is expected? 

9. How much reliable should be WIDS product? 

10. How much correct reporting and recovery is expected from WIDS product? 

11. What should be the interaction of WIDS product with the firewall and router? 

12. What should be WIDS setting as per user environment? 

13. How license Management is expected? 

14. What and when updates are expected? 

15. How much disk space could be provided to store logs and other application data? 

16. How much WIDS stress tolerance is expected? 

17. What kind of wireless cards are used in the network? 

18. What network IP range is provided? 

19. What compatibility of WIDS with other products is expected? 

20. What should be the level of administration for WIDS? 

21. What should be the WIDS product lifetime? 

22. What kind of technical support is expected? 

23. How much clarity of reports is expected? 

24. Is information going to be shared? 
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25. How previous session data is to be recorded? 

26. Is there need to extend the network in the future? 

27. What should be the maximal input data processing rate of WIDS product? 

After noting the WIDS user requirements by asking above question, user may be asked to arrange these 
requirements in an order as per requirement so that appropriate weights may be assigned to the requirements. 
Depending on the requirements user may leave any of the above questions or may add to the list. Once the 
requirements are fixed, approach discussed in the paper may be applied for selecting appropriate WIDS product. 

III. WIDS METRICS 

In this section of the paper we will be discussing in greater detail the metrics that are most applicable to WIDS. 
The metrics set for WIDS will be divided into Logistical (class 1), Architectural (class 2), and Performance 
(class 3) one as shown in figure 1 and is described below in detail [1]. 

Logistical Metrics (Class 1):  Logistical metrics are used to measure expense, maintainability, and 
manageability of a wireless IDS. The metrics we define applicable to wireless IDS in this area are shown in 
Table 1. 

Table 1 includes only the selected logistical metrics. Other logistical metrics that can be included are: 
Documentation Quality, Available Copy Evaluation, Administration Level, Product Lifetime, Quality of 
Technical Support etc [19]. 

 
 
 
 
 
 
 
 
 
 
 
 

Figure 1: Classification of WIDS metrics [1]. 

Table 1: Selected Logistical Metrics 

Logistical Metrics Description 

Distributed Management Determining the distribution capabilities of a WIDS. It is used to determine up to 
what extent a Wireless IDS supports distributed management. 

Configuration Difficulty The difficulties a user faces while installing and configuring a WIDS. 

Policy Management The difficulty in setting security and intrusion detection policies for a WIDS.  

License Management The difficulty in obtaining, updating and extending licenses to a WIDS. 

Availability of Updates The availability of updates of behavior profiles and cost of product upgrades. 

Platform Requirements System resources needed to implement a WIDS. 

Availability of Technical 
Support 

It defines the quality of technical support provided by WIDS supplier. 

Metrics like Configuration Difficulty, Policy Maintenance, License Management etc. are applicable  because 
products  having  low  features in these areas would not be easy  to use in a distributed environment with 
multiple sensors. Platform Requirements give an indication of the system resources that will be consumed by the 
WIDS in the resource-critical wireless environment. 

Architectural Metrics (Class 2): Architectural metrics are basically used to compare the intended scope and 
architecture of the WIDS and how they match the deployment architecture. These metrics evaluate the 
architectural efficiency of a WIDS. The metrics defined in this area are shown in Table 2 [20]. 

Other Architectural metrics that may be included are: Anomaly Based, Autonomous Learning, Host/OS 
Security, Package Contents, Process Security, Signature Based, and Visibility. 

 

 

WIDS Metrics Set  

Logistical          Architectural          Performance 
 (Class 1)      (Class 2)            (Class 3) 
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Table 2: Selected Architectural Metrics 

Architectural Metrics Description 

Adjustable Sensitivity The difficulty of altering the sensitivity of a WIDS in order to achieve a balance 
between false positive and false negative error rates at various times and for 
different environments. 

Required Data Storage 
Capacity 

The amount of disk space needed to store logs and other application data. 

Load Balancing 
Scalability 

It measures the ability of a WIDS to partition traffic into independent, balanced 
sensor loads. 

Multiple Sensor Support The cardinality of sensors supported. 

Reordering and Stream 
Reassembly 

It can be used to find an attack that has been artificially fragmented and 
transmitted out of order. 

State Tracking This metrics is useful in hardening WIDS against storms of random traffic used to 
confuse it. 

Data Pool Selectability This metrics is used to define the source data to be analyzed for intrusions. 

System Throughput It is used to define the maximal data input rate that can be processed successfully 
by the WIDS.  

Interoperability  It defines the compatibility of WIDS with other similar products 

Performance Metrics (Class 3): Performance metrics are used to measure the ability of a WIDS to perform a 
particular task and to fit within the performance constraints. These metrics measure and evaluate the parameters 
that impact the performance of the WIDS [1]. The metrics defined in this area are shown in Table 3 [21]. 

Table 3 includes only the selected Performance metrics. Other Performance metrics that can be included are: 
Analysis of Intruder Intent, Clarity of Reports, Effectiveness of Generated Filters, Evidence Collection, 
Information Sharing, User Alerts, Program Interaction, Threat Correlation, and Trend Analysis. 

Table 3: Selected Performance Metrics 

Performance Metrics Description 

False Positive Ratio This is the ratio of alarms that are wrongly raised by the WIDS to the total number 
of transactions.  

False Negative Ratio  This is the ratio of actual attacks that are not detected by the WIDS to the total 
number of transactions. 

Cumulative False Alarm 
Rate 

The weighted average of False Positive and False Negative ratios. 

Induced Traffic Latency  It measures the delay in the arrival of packets at the target network in the presence 
and absence of a wireless IDS. 

Stress Handling and 
Point of Breakdown 

The point of breakdown is defined as the level of network or host traffic that 
results in a shutdown or malfunction of IDS.  

IDS Throughput This metrics defines the level of traffic up to which the WIDS performs without 
dropping any packet. 

Depth of System’s 
Detection Capability 

It is defined as the number of attack signature patterns and/or behavior models 
known to it.  

Breadth of System’s 
Detection Capability 

It is given by the number of attacks and intrusions recognized by the IDS that lie 
outside its knowledge domain. 

Reliability of Attack 
Detection  

It is defined as the ratio of false positives to total alarms raised.  

 Possibility of Attack  It is defined as the ratio of false negatives to true negatives. 

Consistency It is defined as the variations in the performance of a WIDS.  

Error Reporting and 
Recovery 

The ability of a WIDS to correctly report and recover. 

Firewall Interaction  The ability of a WIDS to interact with the Firewall systems. 
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User Friendliness  The ability of a WIDS to configure according to user’s environment. 

Router Interaction  Degree of interaction of a WIDS with the router. 

Compromise Analysis  It is the ability to report the extent of damage and compromise due to intrusions. 

Induced Traffic Latency It is the degree to which traffic is delayed by the WIDS presence or operation. 

Session Recording and 
Playback 

It is the ability of WIDS to record previous session and to play them 

IV. MAPPING USER REQUIREMENTS TO METRIC(S) 

The metrics related with each of possible user requirement are given in table 4. It indicates what metrics are 
contributing to fulfill a particular requirement. For example size of user wireless network is concern with the 
metrics Distributed Management, Configuration Difficulty, Platform Requirements, Adjustable Sensitivity, 
Load Balancing Scalability, and Multiple Sensor Support shown in the column corresponding to requirement 
number 1. The purpose is to help user in making a correct choice to WIDS product.  

With figure 2, we provide notations that will be used to represent user requirements and WIDS metrics 
relationship. Figure 3 gives user requirement to WIDS metric weighting example. As in figure 3 metric 
configuration difficulty gets highest weight, so the WIDS product having least difficulty in configuring appears 
to be the best solution to the user environment in this example. It is also possible that some of the metrics 
discussed above may not contribute to any of the user requirement. As wireless technology is changing more 
metrics and questionnaires may be added to the above approach. 

Table 4: User requirements and metrics relation. 

Question number 
for gathering User 
requirement  

Concerned WIDS metric(s) 

1 Distributed Management, Configuration Difficulty, Platform Requirements, Adjustable 
Sensitivity, Load Balancing Scalability, Multiple Sensor Support 

2 Configuration Difficulty, Policy Management, Platform Requirements 

3 Configuration Difficulty, License Management 

4 Policy Management 

5 Reordering and Stream Reassembly, State Tracking, Data Pool Selectability. 

6 Distributed Management, Configuration Difficulty, Adjustable Sensitivity, User 
Friendliness 

7 Distributed Management, Platform Requirements, Required Data Storage  Capacity 

8 Distributed Management, Induced Traffic Latency, IDS Throughput, Depth of System’s 
Detection Capability, Breadth of System’s Detection Capability, Reliability of Attack 
Detection, Possibility of Attack, Consistency, Induced TrafficLatency 

9 False Positive Ratio, False Negative Ratio, Cumulative False Alarm Rate 

10 Required Data Storage  Capacity, Error Reporting and Recovery 

11 Configuration Difficulty, Firewall Interaction, Router Interaction 

12 Configuration Difficulty, Policy Management, License Management, User Friendliness 

13 License Management, Multiple Sensor Support 

14 Availability of Updates 

15 Distributed Management, Platform Requirements, Required Data Storage  Capacity 

16 Compromise Analysis, Stress Handling and Point of Breakdown 

17 Platform Requirements 

18 Distributed Management, Configuration Difficulty, Multiple Sensor Support 

19 Interoperability 

20 Distributed Management, Configuration Difficulty, Policy Management, Multiple Sensor 
Support 

21 License Management 
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22 Availability of Technical Support 

23 Error Reporting and Recovery 

24 Distributed Management, Multiple Sensor Support 

25 Session Recording and Playback 

26 Load Balancing Scalability, Multiple Sensor Support 

27 System Throughput 

Following notations are used to represent weighted user requirements and weighted  WIDS metrics relationship. 

 
Figure 2: Notations used to represent user requirements and WIDS metrics relationship. 

 
Figure 3: User requirement to WIDS metric weighting Example. 

V. CONCLUSION AND FUTURE WORK 

As a large number of WIDS products are available in the market, it becomes difficult for the user to select one 
of them that meet their requirements as these products differ in features and capabilities. In this paper we 
provide a user requirements weight based approach to be used for selecting a WIDS product. We describe 
various steps needed for the selection of WIDS product and how user requirements may be weighted. We also 
define various metrics concern with WIDS and how mapping of weighted user requirements to these metrics can 
be done. Although we tried our best to find out the user requirements and metrics concerned with WIDS, but a 
lot is to be done to find out more.  The approach discussed in the paper may be extended by assigning negative 
and fraction weights to the user requirements so that more accurate selection of WIDS product can be done.  
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